
       
 
The National Society of Dental Practitioners and the Dentist’s Advantage Insurance Program for Dentists 

RISK MANAGEMENT ALERT 
 

© Dentist’s Advantage, 2018 © The National Society of Dental Practitioners, 2018 
Risk Management services are provided by Dentist’s Advantage and the NSDP to assist the insured in fulfilling his or her responsibilities for the control 
of potential loss-producing situations involving their dental operations. The information contained in this document is not intended as legal advice. Laws 
are under constant review by courts and the states and are different in each jurisdiction. For legal advice relating to any subject addressed in this 
document, dentists are advised to seek the services of a local personal attorney. The information is provided "AS IS" without warranty of any kind and 
Dentist’s Advantage and NSDP expressly disclaims all warranties and conditions with regard to any information contained, including all implied 
warranties of merchantability and fitness for a particular purpose. Dentist’s Advantage and NSDP assume no liability of any kind for information and data 
contained or for any legal course of action you may take or diagnosis or treatment made in reliance thereon. 

More on HIPAA and Causes of Protected Health Information Breaches 

 

The US Department of Health and Human Services (HHS) reports 
that a new study suggests that most personal health information 
(PHI) data breaches in the US from October 2009 through the end of 
2017 “haven’t been the work of hackers but instead have been due 
to mistakes or security lapses inside healthcare organizations.” The 
study found that these security lapses can lead to theft of equipment 
or information, which accounted for 42 percent of PHI data breaches. 
 
The report goes on to say that “another 25 percent of cases involved 
employee errors like mailing records to the wrong person, sending 
unencrypted data, taking records home or forwarding data to 
personal accounts or devices”. 
 
To prevent data breaches, it is advisable to transition to digital 
records and use encryption, firewall protection and cloud-based 
storage. Never use mobile devices for PHI storage. Additionally, all data containing devices should be 
located in a very secure area, all employees should receive yearly HIPAA training and employee 
computer practices be constantly monitored.  
 
HHS takes HIPAA violations very seriously and severe penalties could result from infractions.  
 
A complete review of the HHS report can be found in the November 19, 2018 issue of “Reuters 
Health” and the November issue of “JAMA Internal Medicine”. 
 
For more information on HIPAA topics, such as breach notification, cyber security guidance, and 
training resources, visit HHS.gov/hipaa. 
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